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https://myoctocat.com/
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https://owasp.org/Top10

https://owasp.org/Top10
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$ git config --global user.name “Some name”

$ git config --global user.email some-name@example.com 
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GitHub uses this info to match the user!

Not the authentication method!
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git add .
git commit –m ‘doing the commit for you’
git push
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13devopsjournal.io https://xpir.it/commit-signing

You have your 
private key to 
sign with

GitHub has public key 
to verify the commit 
with
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Works on Windows with Vs Code

Issue with passphrase on Windows with Vs Code



git commit -S -m "your commit message“
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git config commit.gpgsign true
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git commit –m ‘my commit’
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20devopsjournal.io https://xpir.it/vigilant-mode
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✅ ✅ ✅

✅ ✅ ❌

✅ ❌

❌
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29devopsjournal.io https://xpir.it/magic
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https://github.com/devops-actions/load-runner-info/pull/307
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Newer version 
available



38@robbos81



39@robbos81



40@robbos81



41devopsjournal.io

https://github.com/rob-demo/node-authentication-2881188
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- AWS / GCP/ Azure
- Discord
- npm
- NuGet
- Postman
- Twillio
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Scan before storing 
the data!



•
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https://github.com/settings/security_analysis
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https://github.com/Microsoft-Bootcamp/attendee-rajbos
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Database

Query
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https://github.com/rajbos/TailwindTraders-Website
https://github.com/github/codeql
https://sarifweb.azurewebsites.net/


57devopsjournal.io



58devopsjournal.io



59devopsjournal.io



devopsjournal.io 60



devopsjournal.io 61


	Default Section
	Slide 3
	Slide 6: Security features
	Slide 7: Why? Attack vectors!
	Slide 8: Who can push code?
	Slide 9: Who can push code?
	Slide 10: How do you push code?
	Slide 11
	Slide 12: What’s so bad?
	Slide 13: Commit signing
	Slide 14: Commit signing
	Slide 15: Always configure commit signing
	Slide 16: Demo / example
	Slide 17: Demo – Commit signing
	Slide 18: Commit signing
	Slide 19: Commit signing
	Slide 20: Vigilant mode
	Slide 21: Vigilant mode
	Slide 22: Vigilant mode
	Slide 23: Vigilant mode
	Slide 24: Next step:
	Slide 25: Require signed commits - impact
	Slide 26: Signed commits – recommendation
	Slide 27: Security features
	Slide 28: Stay up to date
	Slide 29: Dependabot config
	Slide 30: Dependabot demo
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38: Security features
	Slide 39: Security alerts on dependencies
	Slide 40: Alerts on dependencies
	Slide 41: Demo
	Slide 42: DEMO: Security alerts on dependencies
	Slide 43: DEMO: Security alerts on dependencies
	Slide 44: DEMO: Security alerts on dependencies
	Slide 45: DEMO: Security alerts on dependencies
	Slide 46: DEMO: Security alerts on dependencies
	Slide 47: Security features
	Slide 48: Secret scanning
	Slide 49: Secret scanning
	Slide 50: Secret scanning – push protection
	Slide 51: Enable push protection for your account
	Slide 52: Secret scanning
	Slide 53: Security features
	Slide 54: CodeQL – What is it?
	Slide 55: Using CodeQL
	Slide 56: CodeQL - demo
	Slide 57: CodeQL - demo
	Slide 58: CodeQL - demo
	Slide 59: Security features - overview
	Slide 60
	Slide 61


